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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Bellerud Communications, LLC hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

e J.M. Steinhart
Attomeyfor
Bellerud Communications, LLC

Enclosures
cc: Rene Bellerud
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I, Rene Bellerud, General Manager of Bellerud Communications, LLC, certifY that 1am
an officer of the company named above, and acting as an agent of the company, that 1
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Bellerud Communications, LLC's procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

~ame: Rene Bellerud
Title: General Manager

FCC Annual Filing
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Bellerud Communications, LLC has not taken any actions (proceedings instituted
or petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPN! , and what steps companies are taking to protect CPN!.

Bellerud Communications, LLC has not received any customer complaints in the
past year concerning the unauthorized release of CPN! (number ofcustomer complaints a
company has received related to unauthorized access to CPN!, or unauthorized disclosure
ofCPN!, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances ofimproper access to online information by individuals not
authorized to view the information).

, Lit'

Signed /lli!J.l/J1"( .. .
Rene Bellerud, General Manager

FCC Annual Filing



Section 64.2005

•

Bellerud Communications, LLC
401-B W. Montgomery Street,

Willis, TX 77378

Compliance Requirements

Go Solo Technologies ("Company") maintains the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Us. of ""stomer proprietary netwnrk informatlon witbont customer
approvaL

(a) Any Meconunwlicatioos carrier may use, disclose, or permit access to CPN! for lbe purpose of
pl'ovidillg or marketing service offering. among the categories of .ervice (i.e., local, interexchange, and
CMItS) to which lbe customer already subscribes from the same calrier, withom customer approval.

(I) if. telecommunications carrier provides different categories of service, and a customer
subsrnbes to more fuan on. category of service offered by fue emler, ili. carrier is permltted to share
CPNI among lbe earrier's affiliated entities thet provide aservice offering to ille cnstomer.

(2) If a teleoommunications carrier provides different caregorles of setvice, hut a customer does
not &Ubsorlbe to more than one offering by the carrier, the cerri", I' not pel'lll1tted to s1lare CPNl willi its
affiliates, excapt as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or pel'lll1t """ess to COO to market to a
'customer service offerings thaI are wilhin a category of service to which the subscl'iber does not already
subscribe from that carrlet1 unless that <:amer has customer approval to do so. exoept as desonoed in
paragraph(c) of this section.

(I) A wlreless provider may us., disclos", or pel'lll1tllCCe" to CPNI derived from Its provision of
CMItS, withom customer .pproval, for the provision of CPS and informadon service(s). A wireUne .slrler
may nse, disclose or permit access to CPNI derived from its provision of loeill ,",change service, or
interexc:bange service, without customer approval, for the provision of CPE and oall answering, voiae mail
or m.essaging. voice storage and ret:-ieva[ servicest fax store and forwar~ and prO'ttlcol conversion.

(2) A releconuuunlaations .arder may not use, disclose, or pel'lll1t acce" to CPNI to identify or
track customers thaI caIl competing service providers. For example, a local ....bang••arrler may not nse
10c.1 service CPN! to track all customers that call10ca1 service competitors.

(c) A teloeollllDunications cattier may use, disclose, or permit access to CI'Nl, williout en,lome!
approval, as described in this paragraph (.).

(1) A telecommwticat101lS carr.ier may use, disclose, or penult access to CPNl, wIthout customer
approval, in its provision ofinside. wiring mstaUat[<ln, maintenance, and repair services.

(2) CMRS l>Tovidcrs may use, disclose, or permit acces, to CPN! for the purpose of conduetlng
research on the health effects ofCMItS.



(3) LECs, CMRS providers, and interconnected Volp providers may use CpNI, withont customel'
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, compnter-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller I.D., call forwal'ding, and certain Centrex fealmes.

(d) A teiecommunications cerrier may use, disclose, or pemit access to CPNI to protec! the rights
0!E!5!.p.C:rty~f the carrier, or to protectu~~those services and other caniers from fraudulent, abusive, 'Or
unIawiulUse of, or SUbscription to, such servIceS.

The Company IUJS adopled specific CPN! policies 10 ellsure thai, in Ihe ahseltce ofcustomer apprffVal,
CPNl Is 0110/ used by Ille Compony 10 provide or mflrkel service offeriflgs amfmg tile calegories of
service (Le., wCIlI, iUler=hange, alld CMl/S) 10 Wllich the customer alreody suhserihes. The
Complllly's CPNl polMes prolllbl/ Ihe sharlug of CPNI with ajJlliated companies, except as perml/ted
ultder Rule M.2()03(a)(I) ot with customer approval putsuallt 10 Rule M.2007(b). The ouly exceptious
10 these policles are as permitted ultder 47IJ.S.C. § J22(d) and Rule 64.2003.

Section 64.2007 Approval required for usc of customer proprietary network information.

•

(a) A telecommnnications carrier may obtain approval through written, oral or eleclronlc
methods.

(I) A telecommunications carrier relying on oml approval shall bear the bUt'den of demonstrating
that such approval has beeu given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or pennlt acces, to a customer's CPNl obtalned by a
telecomm~ieatjons carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval) whether oral l written or
electronic) for at least one year.

II, ali circulI/sla/lces whete customer approval Is requirell to use, disclose orpermit access 10 CPNI, Ihe
CompallY's CPNIpolicies require Illat flte Company oblaill cuslomer approval tltrough writlen, oral or
electroltlc metltods In compliance with Rule 64.2007. A customer's approval or disapproval remains in
iffeet until the cuslomer revokes or limitS the approval or disapprovaL The Compally mOllltains records
ofcuslamer approval (wlretller written, oral or electrollic) fot a mlttlutum ofolleyear.

(b) Use ofOpt-auI and apI-In Approval Processes. A telecoIl1tJlunications cerrier may, subjec!
to opl-out approval or opt-in approval, use ill; cu'tomer's individually identifiable CPNI for the purpose of
marketing communications..related services to that customer. Atelecommunications carrier may, SUbject to
opt"OU! approval or opt-h, approval, disclose its customer's individltally identifiable CPNl, for the purpose
of tnal'keting communications-relaled services to that customer, to its agents and its affiliates tllat provide
communications-related services. A telecommunications carrier may also permit such person or entitles to
obtain access to such CPNl for such p",1'o,.s. EKcept for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is deSCl'ibed in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permil access to its customer's individually identifiable CPNI subject to opt-in
approval.

Tlte Company does 1/01 use CPNI for alty purpose (iltcludulg markeling communicallous-relaled
services) a",l does 'ltot disclose orgralll access to CPNllo any patty (inclUding 10 ageut< or affiliates Iltat
provIde commultkaliQus-related serokes), exupl as permitted ultder 47 U.S.C. § 222(d) altd Rule
M.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

(a) Notification. Generaily. (l) Prior to any solicitatlon for customer approval, a
telecominunications carrier mllst provide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notificatioll, whether oral, written or
------ce"'i"'ec"'fi""oiiic,tor at le.st one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

(0) Content ofNotice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(1) The notification must stale that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notification must specifY the types of information that constitute CPNI and the spe<:ific
eutities that will receive the CPNI, describe the purposes for which CPNI will be used, and infon'll the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise tbe customer ofthe precise steps the cuslomer must take in order
to grant 01' deny access to CPNI, and must clearly stale that a denial of approval will not affect the
provision of any services to which the c\lstomer sub$cribes. However) carriers may provide a brief
statemen~ in a clear and neutral language, describing consequences directly resulting ft'om tile lack of
access to CPNI.

(4) The notification must be comprehensiblc and must not be misleading.

(5) If written notification is provided, the notice must be cIeerly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any pOltion of a notification is tnmslated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may stat. in Ihe notification that the cnstomer's approval to use CPNI may enhance
the carrier's ability to offer preducts and services tailored to the customer's neede. A carrier also lllay stoite
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tllird-pal'ty access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of ePNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rlghts.

The Company's CPNI polides require DurJ customers be lIotlfled of their rlgllts, alld the Company's
obliglltiolls, with respect to CPNI prwrto any soUci/(riloll jor customer approva~ All required ells/omer
1wtices (wltetlter written, oral or electronic) comply wiD1 the requirements oj Rule 64.2008. The
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•

Compally maintaim records ofall required customer llOllces (whether ..ritten, oral or electronic) for a
minimam ofoneyear.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt.out approval through electronic or written methods, but not by oral
conununication (except as provided In paragraph (I) of this section). The contents of any snch notification
must comply with the requirements ofparagraph (c) ofthis section.

--------"--'-----"------"--------------------_..__.

(1) Carriers must wait a 30-day minimum period of time after giVillg customers nctice and an
opportunity to opt-out before assuming customer approval to use, disclose, or pemlit access to CPNI. A
carrIer may> in its discretion} provide for a longer peliod. Carriers must notify customers as to the
applicable waiting pericd fOT a response before approval is assumed.

(i) 111 the case ofall electrollic fom of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) 111 the ca... of notification by mall, the waiting period shall begin to run on the third day
following the date that the.notiflcation was mailed.

(2) Carriers using the opt.out mechanism must provide notices to their customers every two
years.

(3) Tclecommunications carriers tlrat use c-mail to prcvide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e~

mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNI notlees hI order to
opt..out~

(iii) Opt-out .-maUnotiee, that are returned to the carrier as undeliverabie mnst be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers tbat use e-mail to send CPNl notrees must ensure tbat the subject line oftbe message
elearly and accurately identlfles the subject matter ofthe e-mall; and

(v) Telecommunications carriers must make avaUable to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a wcek. Carriers
may satisfy thi, requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effecluate that choice whenever they choose.

The Compauy does uot eurre1l/ly solklt "opt OUI" customer approvalfor the use or disclosure ofCPNI.
Tlte Compauy does not use CPNI for auy purpose (inciudl11g marketiug commuulcaJiolls-relale,1
services) anddoes llol disclose or grant accesS to CPNI to any party (mciudillg 10 age1l/s or affillates tllat
provide communlcatlons-relaled services), except as permitted unaer 47 U.S.C. § 222(d) aua Rule
64.2005.

(e) Notic~ Requirements Specific 10 Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approval through oral> written> or electronic methods. The contents ofany such
notification must comply with the requn'ements ofparagraph (c) of this section.

The Company does not currently soUcl1 "opt In" customer qpprovalfor Ihe use or disclosure Of CPNL
The Compauy does not lise, dlscUise or granl access to CPNI for allY purpose, to a1lJ7 party or III any
manner that would require a customer's "opt in" approval under Ihe Commission's CPNI Rules.
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(1) Notice Requirements Specific to One-Time Use ofCPN!. (I) Carriers may use orai notice to
obtain limited, one-time use of ePNI for inbound and outbound customer telephone contacts for the
duration-ofilie call, regardless ofwbether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The content. of any such notification must comply witlJ the reqoirements of paragraph (c) of
this section, except that telecollununications carriers may omit any ofthe following notice provisions ifnot

---:r00efevant to the Bmiteifuse for wlllcn !he carrIer seefiSCi'ffl:

(I) Carriers need not advise customers iliat iftlJey have opted-out previously, no action is needed
to maintain the opt-out election;

(il) Carriers ueed not advise customers that they may share CPNI witlJ their aftiliatea or third
parties and need not name those entities, [fthe limited CPNl usage will not result iu use by, err disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or witlJdraw future access
to CPNI, so long as carriers explain to cnstomers tlJat the scope ofthe approval the carrier seeks is limited
to one~time use; and

(Iv) Carriers may omit disclosure of the precise steps a customer must take In order to grant or
deny access to CPNl, as long as the carrier clearly communicates that the customer can deny access to his
CPNl for the call.

In instances wl,ere the Company seeks ollbtime cltswmer approvalfor tlte lise or disc/oflllre ofCPNI,
tlte Company ohtalM sllch approval Itt accordance wltlt the discloflllres, methods and requirements
cOlltallled In Rule 2008(/).

S""Uon 64.2069 Safeguards required for use of eustomer proprietary network information.

(a) TelecommunicaHons carriers must implement a system by which the status of a customerls
,ePNl approval can be clearly established prior to ille use ofCPNI.

Tlte ComPOllY'S hilling system allows authorized compOJly personnel to easily determine the sMus Of a
customer's CPNI approval on the customer account screen prior to the UBe or disclosure Of CPNI.

(b) TeleCOlIDnUnications carriers must train their personnel as to when they are and are not
authorized to nse CPNl, and carriers must have an express disciplinary process in place.

The CampallY Itas establlslted CPNI compliance pDllcies tltat iltclude employee traillillg all restrlctiolls
DII tlte use am! disc/Dsure oJ CPNI and required safeguards to protect agaill$t ullalltl/(Jnzed use or
dlsc/osure DfCPNL Employees Itave slglled tltat tltey ultderstalld the CPNI pDllcles and a violatiDn Df
tltose pDlicies will result ill dlsciplittary aellDIt.

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliales' sales and marketing campaigns that use1lteir customers' CPNI. AU carriers shall maintain a
record ofall [nstances where CPNl Was disclosed 0" provided to third patties, or where third parties were
allowed acce" to CPNI. The record must include a description of each campaign, the specific CPNl that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers_
shan retain tlJe record for a minimum ofone year.

The CDmpally's CPNIpolicies require tltat all sales OJId marketing campaigns Iltcludlllg tltose utillzlllg
CPNl be recorded ."d kept 0" file for at leMf olte year. Records are aJ:sD mllintailledfDr disc/Dsure or
access to CPNIlJy tltirdparties. Tlte recortis Include the required ittJDrmatlon listed in Rule 64.2009(c}.
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(d) Telecommunications can'!e,. must establish a supervisory review process regarding carrier
compliance with dIe rules in this subpart fur out-bound marketing situations and maintain records of carrier
compliance for a minimum period of one year, Specifically, sales personnel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval.

The Cumpany's CPNI pullci.. require empiuye.. lu ubtui" apprwal frum lite Cumpany's CPNI
___, -.Q!.mpllance Omcer for all mo.rketing c'!!!!l!!!lgl!§, includin,.g Ihose ullilzing CPNI, prior 10 lJ'itiatb'g.tl1JJL ,

campaigll, Record uf tfle marketing crnnpaignt, alung with the appropriate supervisory approval is
mailltainedfor at least one year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The omcer must state itl the certification
that he or she has personal knowledge that the company has established operating procedures that arc
adequate to ensure compliance with the rules in this subpart, The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpal1, In addition, the carrier must include an explanation of any
actions takell again.t data brokers and a summary of all customer complaints received in the past year
concerning the ,mauthorized release of CPNL This filing must be made annualiy with the Enforcement
Bureau on or before March 1 in BB Docket No. 06-36, for data pertaining to the previous calendar year,

Tile required officer certlflcrnion, aetiuns taken againsl data brukers and summary Of custamer
complaint documenJs are included witl. Il.is accompanying slatement. The Cumpany will file these
ducum(tIlts un an anlW.al bosis on or befOre March 1 far data pertaining 10 II.e previous calendaryear.

(f) Carriers must provide written notice within five business days to the Connni.sion of any
instance where the opt-out mechanisms do not work properly, to s\lch a degree that consumers' inability to
opt-out is more than an anomaly.

(1) The notice shall be In the fonn ofa ietter, and shali include the carrier's name, a description of
the opt-out mechanism(s) used, the probiems(s) experienced, the remedy proposed and when it will be/was
implemented, whed,er tile relevant state commission(s) ha, been notified and whether it he. taken any
action~ acopy ofthe notice provided to customers, and contact infonnation.

(2) Such llOtice must he submitted even if the canier offers other metllOds by which consumers
may opt-out.

The Company does not currently solicit "opt out" customer approvalfor tile lise or disclosure ofCPNI.

Section 64,2010 Safeguards on the disclosure of enstomer proprietary \letwork information.

(a) Soteguarding CPN!, Telecommunications calTiers must take reasonable measures to discover
and protect against attempts to gain unauthorized a'Ccess to CPNl. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

Ti,e Company's CPNl pullci.. and empluyee training include reasunable meaSllres to discover and
protect against activity that is illdlcalive ufprelexting and employees are illstrUeled to nolifY lite CPN!
Complklllce 0ffker ifany srlch activity is suspeeled.

(b) Telephone access '0 CPNl. TeleconununicatiollS carriers may only disclose call dateil
information over the telephone, based on customer-initiated telephone contact, if the customer first
provides the carrier with a pessword, as described in paragraph (e) of this section, that is not prompted by
the catTier asking for readily available biographical informatiou, or account infonnation. If the customer
does not provide a password, the telecommunicatiollS carrier may oUly disclose call detail information by
sending it to the customer's address of record, or, by calling the cnstomer at the telephone n\lIllber of
record, If the customer is able to provide cal! detail informaHon to the teleconnnunications carrier during a
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customer-initiated call without the telecommunications can'ler's assistance, then the telecommlUlications
carrier is permitted to discuss the call detail information provided by the customer.

The Cumpany's CPNIpolicies enSUre thol 0 customer is on{p ahle to acc..s call detallinformat/Qn over
the telephone In Olle of the ways lisled In Rule 64.20IO(IJ). if Ihe customer ca""ot remember their
password, II.ey are prompled 10 allswer a securio/ question. NeUher the passwurd nor Ihe security

__________..cq~u::e~st2lu"n':::::::ar~based on readily available bl0I2'.!'.p!!!'cal illformatloll or accOUllI informatIOl.. CUstome"'r'c-- -'
service representatives are instructed to authenticate customers over the telephone in all instances except
In II.. case wltere the cuslomer provides tire call delall Illformation WltllOUI Ihe assistance of Ihe
Company.

(0) Online access 10 CPNI. A telecommunications carrier mnst authenticate a customer without
the nse of readily avaiiable biographical information, or account infonnation, prior to allowing the
customer online access to CPNI related to a teleeonununications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account throngh a
password, as described in paragraph (e) ofthis section, that is not prompted by the carrier asking for readily
available bioP.Tanhical information. or account information.

·he company authenticates customers without the use of readily available biographical or account information prior to
/lowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI

through a password, that is not prompted by readily available biographical or account information.

(d) In-Store access 10 CPN!. A telecommunications carrier may disclose CPNI to a customer
wbol at a carrier's retail1ocation~ first presents to the telecommunications crorier or its agent a valid photo
ID matching the customer's account information.

The Company does not have retal/locations.

• (e) Estahllshment of a Password and Back-up Authentication Melhork for Lost or Fargol/en
Passwords. To establish a password, a teleconnnunic.tions carrier must authenticate the customer wifuout
the use ofreadily available biographical hlfonuation, or account information. Telecommunications carriers
may create a back-up customer autbentication method in the event ofa lost or forgotten password, but such
,back-up cnstomer autllentlcatim! method may not prompt the customer for readiiy available biographical
'information, or account information. ]f a customer cannot provide the con'ect password or the correct
response for the back-up customer authentication method, tile customer must establish a new password as
described in this paragraph.

Tire Compfl1!y's CPNI policies a11U1. for a few ways tl) establish a password, all Of which ensure
compliance will. the above paragraph. Each method alsc allows the customer to estahlish a hack-up or
security quesllon In the event Ihat tlrey forget tltelr password. In no event does the Company use readl{p
available blugraphlcal illformatlon or account i!ifofmatlon as a hack-Up question or as a means to
estahlish apassword or authentlcale Ihe customer.

(f) Notification of account changes. Telecommunications carriers m.ust notify customers
immed;ately whenever a password, customer responS<l to a back-up means of aulhentication for lost or
forgotten passwords. online account, or address of record is created or changed. Tbis notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back~up means of authentication, or address of record. The notification will be through a carrier~originated volcemall or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services U,ey provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the can'icrs' protection ofCPNI,

Tile C(Jmpany d(Jes n(Jt uuli~e tile busilless customer exceptlollat tills lime.

Section 64.2011 Notification of customer proprietary network information security
breaches.

•

(a) A teleconununications carrier shall notify law enforcement ofa breach of its customers' CPNJ
as provided in this section. The carrier shall not notify its customers 0" dlselos. the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the Unitcd States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting fucility at http://www.fcc.goy/eblcmli,

(1) Notwithstanding any state law to the contralY, the carrier shall not notifY customers or
disclose the breach to thipublic until 7 full business days have passed after notification to the USSS and
the FBI except as proVided in paragraphs (2) and (3).

(2) If the corrier believes that there is an extraordinarily urgentnecd to notify any class ofaffected
customers Sooner than oUlerwise allowed under paragraph (l), in order to avoid immediate and irreparable
harm, ir shall so indicate in its notification and my proceed to immediately notify ils affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevall!
investigating agency's request to minimize any adverse effects of such customer notification,

(3) If the relevant investigating agency determines that the public disclosure or notice to
'customers wonld impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary ill the Judgment of the agency. If such
direction is given, the agency shall notify the carrie,' when It appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminalinvestigatioll or national security. The
agency shall provide in writing its initial dJrecdon to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a crhninal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain. record, electronically or in some other manner, of
any breaches discovered, notification mnde to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNI that was the SUbject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of 2 years.

The Company ltas policies alld procedures In place to ensu,.e compliance witl. Rule 64.2011. Wilen ills
reasonably delermfJIed tltat a breacll lias occurred, II,e CPNI Compliance Officer will IIQliIY law
en/(Jrcemenland ils cusl(Jmer 111 tile required Ilme/rames. A reC(Jrd o/Iile l>reacll will be malntailledfor
a mlllimum of tw(J years and will Illclude all Ill/ornwtlon required by RIlle 64.20J1.
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